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1. Uvod

U 21. stoljecu tesko je zamisliti uredaj koji nije umrezen. ,,Umrezeno‘ znaci povezano u
jednu cjelinu, tzv. ratunalnu mrezu u kojoj se mogu razmjenjivati informacije, odnosno dijeliti
razliciti resursi. Svi se uredaji i racunala u racunalnoj mrezi mogu povezati na Internet. Internet

je takoder racunalna mreza, odnosno, kako je zovemo ,,mreza svih mreza®.

Uz sve pozitivno i sve prednosti koje nudi racunalna mreza, olakSanje poslovanja,
automatizacija i kontrola, podosta sve to baci u sjenu negativna strana. Ogroman je broj
korisnika racunala i informacijskih sustava. Dobar dio njih nije dovoljno educiran, za neke se
moze reci da su i nemarni. Rad za raCunalom svodi im se na ,,nastrebane‘ radnje ili nesto Sto
im netko savjetuje. To su prepoznali zlonamjerni korisnici te vrlo lako iskoriste takve radnje u

svrhu dobivanja podataka o sustavu ili ¢ak zaporke za prijavu.

Administratori, odnosno, struénjaci za sigurnost uvelike rade na samoj edukaciji korisnika
sustava te potaknuti ih na razmisljanje prije samog ,,klikanja“. Informacijski sustav ne moze se
u potpunosti zastititi i to je Cinjenica koje mora biti svjestan svaki korisnik. Radnje
administratora u cilju povecanja sigurnosti sustava vrlo su individualne zbog individualnosti
samih informacijskih sustava i stoga se ne mogu definirati univerzalne radnje prema kojima bi
se gradila sigurnost sustava. Individualnost je u planiranju sigurnosti i vrlo preporuéljiva, jer se

na taj nacin oteZava planiranje i izvrSavanje napada od strane zlonamjernih korisnika.

Svaki korisnik ima svoju ulogu u poslovanju i svaki korisnik ima drugacija prava i ovlasti.
Iz tog razloga potrebno im je pojedina¢no dodijeliti ovlasti, prava, korisnicka imena, a nacin
dodjeljivanja se vodi putem centraliziranog sustava gdje administrator s jednog posluzitelja

moze kontrolirati sve korisnike i s glavnog posluZitelja dodjeljivati sva prava i ovlasti korisnika.

U ovom zavr$nom radu govori se o ,,Jmplementaciji sigurnosnih politika u umrezenim

sustavima®, odnosno, ra¢unalnoj mrezi. Rad se sastoji od pet poglavlja.

Prvo poglavlje je uvod u kojem ¢emo dati par uvodnih rije¢i. U drugom poglavlju dotaknuti
¢emo se Windows Servera 2019 te instalacije istog. Tre¢e poglavlje fokusira se na Active
Directory, ¢etvrto poglavlje odnosi se na Group policy, odnosno implementaciju sigurnosnih

politika. Peto poglavlje je zakljucak.



2. Windows Server

2.1 Opcenito o Windows serveru

Windows Server je niz operacijskih sustava koje Microsoft posebno stvara za upotrebu
na posluzitelju. Posluzitelji su iznimno mo¢ni strojevi koji su dizajnirani da rade neprestano i
pruzaju resurse za druga rac¢unala. To znaci da se u gotovo svim slu¢ajevima Windows Server

koristi samo u poslovne svrhe.

Microsoft je pod tim imenom objavio Windows Server od pokretanja sustava Windows
Server 2003. Medutim, i prije toga bile su dostupne posluziteljske verzije sustava Windows. Na

primjer, Windows NT 4.0 bio je dostupan i na radnoj stanici (za op¢u upotrebu) i na posluzitelju.

U gotovo svim sluc¢ajevima, normalni korisnici ne moraju brinuti o Windows
posluzitelju. Necete ga pronaéi na polici u trgovinama ili ga slucajno preuzeti s Microsofta kada
namjeravate nabaviti standardnu verziju sustava Windows. No, dobro je znati i za ovu verziju

kako biste bili svjesni da postoji.

Samo kratkim pogledom mozda ¢ete imati problema re¢i razliku izmedu Windows
posluzitelja i normalnih verzija sustava Windows. Radna povr$ina izgleda isto, ukljucujuéi

programsku traku, ikone na radnoj povrsini i gumb Start.

Kako se pokazalo, svako izdanje sustava Windows Server odgovara potrosackoj verziji
sustava Windows. Windows Server 2003, na primjer, posluziteljska je verzija Windows XP.
Trenutne verzije ukljucuju Windows Server 2016, koji se temelji na godiSnjici aZuriranja za
Windows 10, i Windows Server 2019, temeljen na verziji 1809 sustava Windows 10. Windows

Server 2019 je i baza ovog zavr$nog rada.

Budu¢i da Windows Server 1 Windows dijele bazu kodova, na oba mozete izvesti mnoge
iste funkcije. Na Windows Server mozZete preuzeti 1 instalirati programe poput preglednika i
uredivaca fotografija, a mnoge osnove sustava Windows, poput Notepada, ukljucene su u

Windows Server.

Buduc¢i da je Windows Server namijenjen tvrtkama, ukljucuje obilje poslovnog softvera.

Ispod je nekoliko uloga koje posluZitelj moze izvesti zahvaljujuc¢i ovim alatima:



e Active Directory: Active Directory je usluga upravljanja korisnicima koja omogucuje
posluzitelju da djeluje kao kontroler domene. Umjesto da se svaki korisnik prijavi na
lokalno racunalo, kontroler domene upravlja cijelom autentifikacijom korisnickog
racuna.

e DHCP: Protokol za dinamicku konfiguraciju hosta je protokol koji omogucuje
posluzitelju da automatski dodijeli IP adrese svim uredajima na mrezi. Kod kuce, vas
usmjeriva¢ to vjerojatno rjesava. No, u poslovnom okruzenju, IT osoblje moze
iskoristiti ve¢u DHCP funkcionalnost u Windows posluzitelju.

e Datoteke i pohrana: Posluzitelj datoteka za vasu tvrtku jos je jedna uobicajena upotreba.
To vam omogucuje da vazne podatke drzite na srediSnjem mjestu i postavite dopustenja
za kontrolu tko moze pristupiti kojim datotekama.

e Usluge ispisa: Ako poduzecée ima desetke pisaca u cijeloj zgradi, gubitak je vremena za
IT osoblje da ih konfigurira pojedinacno za svaku novu radnu stanicu. Postavljanje
posluzitelja za ispis omoguéuje vam jednostavno mapiranje pisaca na racunala i
smanjenje nepotrebnog rada.

e Usluge azuriranja sustava Windows: Cesto tvrtke ne Zele da sva aZuriranja sustava
Windows produ odmah. Postavljanjem posluZitelja kao kontrolera Windows Update,
mozete usmjeriti sva azuriranja radnih stanica putem tog posluzitelja i konfigurirati

posebna pravila za njihov rad.

Ovo su samo neke od uloga posluZitelja koje Windows Server moZe podnijeti. Cesto ¢e

tvrtka imati viSe od jednog posluZitelja i podijeliti gore navedene uloge na viSe uredaja.



2.2 Instalacija Windows Server 2019

U par koraka opisat ¢emo postupak instalacije Windows Servera 2019. Ne razlikuje se

skoro ni po ¢emu od instalacije proslih verzija.

Odaberemo jezik, vrijeme i format valute te layout tipkovnice. Stisnemo ,,Next*.

4 Windows Setup

Windows Server: 2019

Language to install: {English (United States) .

LI CELE RIS LN English (United States) v
Keyboard or input method: [§| v

Enter your language and other preferences and click "Next" to continue.

Aicrosoft Corporation. All rights reserved.

Slika 1 Windows Server 2019 setup

“4 Windows Setup

Windows Server: 2019

Install now

Repair your computer

© 2018 Microsoft Corporation. All rights reserved

Slika 2 Windows Server 2019 setup

Odaberemo ,,Install now*.



g% Windows Setup

&/

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation x4 1/8/2019
Windows Server 2019 Standard Evaluation (Desktop Experien... 64 1/8/2019
Windows Server 2019 Datacenter Evaluation B4 1/8/2019
Windows Server 2019 Datacenter Evaluation (Desktop Experi... 64 1/8/2019

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

Slika 3 Odabir verzije Windows Servera

Odaberemo zeljenu verziju i stisnemo ,,Next™“. U ovom zavr$nom radu koriStena je Standard

Evaluation (Desktop Experience verzija).

@ #§) Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS) 2

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the
internet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server Essentials has four (4) information collection settings
(Security, Basic, Enhanced, and Full), and uses the “Enhanced” setting by
default. The Enhanced level includes information required to: (i) run our
antimalware and diagnostic and usage information technologies; (ii)
understand device quality, and application usage and compatibility; and (iii)
identify quality issues in the use and performance of the operating system
and applications.

M1 accept the license terms

Slika 4 Windows setup

Odabrati ,,I accept the licence terms®, a prije toga procitati uvjete i stisnuti ,,Next*.



@ % Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue

Slika 5 Windows Server opcije

Kod nove instalacije odabrati ,,Custom: Install Windows only (advanced)“. Ako se

radi o upgrade-u (nadogradnji), odabrati prvu opciju.

@ él Windows Setup

Where do you want to install Windows?

MName Total size Free space Type
37 Drive 0 Unallocated Space 500 GB 50.0 GB
+4 Refresh }' Delete o Format Mew
&% Load driver Lj Extend

Slika 6 Windows Server podatkovno mjesto

Odabrati particiju na koju se zeli instalirati, mozemo opcionalno 1 ru¢no kreirati
particije, no preporucljivo jest da kod nove instalacije Windows instalacija sama kreira

particije. Stisnuti ,,Next™.



£ Windows Setup

Installing Windows

Status

J’ Copying Windows files
Getting files ready for installation (31%)
Installing features
Installing updates
Finishing up

Slika 7 Windows Server instalacija

Instalacija je u tijeku. Sistem ¢e se automatski ponovno pokrenuti kada je spreman i

do¢i do ekrana za postavljanje administratorske lozinke.

Customize settings
Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Finish

Slika 8 Windows Server administratorska lozinka

Postavite administratorsku lozinku i pritisnite na ,,Finish®.



e em——————

Press Ctrl+Alt+Delete to unlock, SEs===

1712

o
o=

Sunday, February 10

Slika 9 Windows Server 2019 zaklju¢ani ekran

Pocetni ekran za login korisnika. Pritisnike CTRL+ALT+DEL za login. Unesete

lozinku i pokazat ¢e se radna povrsina.



3. Active Directory

3.1 Opcenito o Active Directory

Active Directory (AD) je baza podataka i skup usluga koje povezuju korisnike s mreznim

resursima koji su im potrebni za obavljanje posla.

Active
Directory

Slika 10 Active Directory
Baza podataka (ili imenik) sadrzi kriticne podatke o vasem okruzenju, ukljuc¢ujuci korisnike
1 racunala 1 tko §to smije uciniti. Na primjer, u bazi podataka moze se navesti 100 korisnickih
racuna s pojedinostima kao S$to su naziv posla, telefonski broj 1 lozinka svake osobe. Takoder

¢e zabiljeziti njihova dopustenja.

Usluge kontroliraju velik dio aktivnosti koje se odvijaju u vaSem IT okruzenju. Konkretno,
provjeravaju je li svaka osoba ono za Sto se pretpostavljaju (provjera autenti¢nosti), obi¢no
provjeravanjem korisnic¢kog ID -a i lozinke koju unose te im dopustaju pristup samo podacima

koje smiju Koristiti (autorizacija).

Active Directory pojednostavljuje Zivot administratorima 1 krajnjim Kkorisnicima, a
poboljSava sigurnost organizacija. Korisnici se mogu autentificirati jednom, a zatim neometano
pristupiti svim resursima u domeni za koju su ovlasteni (jednokratna prijava). Osim toga,
datoteke se pohranjuju u srediSnje spremiste gdje se mogu podijeliti s drugim korisnicima radi

olakSavanja poslovanja.



Glavna usluga Active Directory je Active Directory Domain Services (AD DS), koja je dio
operacijskog sustava Windows Server. Posluzitelji koji pokre¢u AD DS nazivaju se kontroleri
domene (domain controller - DC). Organizacije obi¢no imaju vise domain controllera, a svaki
ima kopiju imenika za cijelu domenu. Promjene u imeniku na jednom kontroleru domene -
poput azuriranja lozinke ili brisanja korisni¢kog rac¢una - repliciraju se na druge domain
controllere tako da svi ostaju azurni. Posluzitelj globalnog kataloga je domain controller koji
pohranjuje potpunu kopiju svih objekata u imenik svoje domene i djelomi¢nu kopiju svih
objekata svih drugih domena u Sumi (forest). To omogucuje korisnicima i aplikacijama
pronalazenje objekata u bilo kojoj domeni njihove Sume. Racunala, prijenosna ra¢unala i drugi
uredaji sa sustavom Windows (umjesto Windows posluzitelja) mogu biti dio okruzenja Active
Directory, ali ne pokre¢cu AD DS. AD DS oslanja se na nekoliko uspostavljenih protokola i
standarda, ukljucujué¢i LDAP (Lightweight Directory Access Protocol), Kerberos i DNS

(Domain Name System).

Vazno je shvatiti da je Active Directory samo za lokalna Microsoftova okruzenja.
Microsoftova okruzenja u oblaku koriste Azure Active Directory, koji sluzi istim. AD 1 Azure
AD odvojeni su, ali mogu djelovati zajedno u odredenoj mjeri ako vaSa organizacija ima i

lokalno i obla¢no IT okruzenje (hibridna implementacija).

3.2 Active Directory servisi

Servisi koji rade unutar Active Directory-a zapravo pro$iruju mogucnosti i iskoristivost
samog Active Directory-a. Active Directory moze upravljati strukturom direktorija,
certifikatima 1 drugim servisima koji su namijenjeni za rad u serverskom okruzenju, unutar

mrezne strukture 1 domene.

3.2.1 Active Directory Lightweight Directory Services (AD LDS)

Ranije poznat kao Active Directory Application Mode (ADAM), implementacija je
LDAP protokola za AD DS. AD LDS radi kao usluga na Windows posluzitelju. AD LDS
dijeli bazu kodova s AD DS -om i pruza istu funkcionalnost, ukljucujuéi identi¢an API, ali
ne zahtijeva stvaranje domena ili kontrolera domene. Omogucuje spremiste podataka za
pohranu podataka imenika i uslugu imenika sa suceljem usluge LDAP imenika. Za razliku

od AD DS -a, vise AD LDS instanci moze se izvoditi na istom posluzitelju.

10



LDAP aplikacijski je protokol koji se koristi za pristup i odrzavanje directory servisa
unutar mreze. LDAP sprema objekte (korisnicka imena i passworde), u directory servisima
(Active Directory), i dijeli objekte kako je potrebno kroz mreznu infrastrukturu kojom AD

upravlja.

3.2.2 Certificate Services (AD CS)

Usluge certifikata Active Directory (AD CS) uspostavlja lokalnu infrastrukturu javnih
kljuceva. Moze stvoriti, potvrditi i opozvati certifikate javnih kljueva za internu uporabu
organizacije. Ti se certifikati mogu koristiti za Sifriranje datoteka (kada se koriste s
enkripcijskim datoteCnim sustavom), elektroni¢ke poste (prema S/MIME standardu) i
mreznog prometa (kada ih koriste virtualne privatne mreze, sigurnosni protokol

transportnog sloja ili protokol IPSec).

3.2.3 Active Directory Federation Service (AD FS)

Sluzi da bi se korisnik “predstavio” i da bi dobio pristup razli¢itim dijelovima mreze,
koristeéi jednu prijavu (SSO, Single Sign-On). Mozemo zakljuciti da SSO koristimo radi
lakSe prijave korisnika, da se jednom prijavi u mrezi, te da nakon uspjesne prijave ima

pristup dodijeljenim resursima unutar te mreze, odnosno Active Directory-a.

3.2.4 Rights Management (AD RMS)

Kontrolira sigurnost informacija, i upravljanje informacijama. Primjena ovog servisa
moze se pokazati na primjeru informacija u obliku elektroni¢ke poste (E-mail) ili Word

dokumenata, odnosno drugih dokumenata koji se nalaze u mrezi.

11



3.3 Struktura Active Directory

U Active Directory logic¢ka struktura odvojena je od fizicke strukture. Za organiziranje
mreznih resursa koristite logicku strukturu, a za konfiguraciju i upravljanje mreznim prometom
koristite fizi¢ku strukturu. Fizi¢ka struktura Active Directory sastoji se od (web) mjesta i

kontrolera domene.

3.3.1 Logicka struktura

Glavna podrudja logicke strukture Active Directory-a ukljucuju:

e Domene (Domain)
¢ Organizacijske jedinice (UO)
e Stabla (Trees)

e Sume (Forests)

Na slici mozete vidjeti njihov medusobni odnos.

Slika 11 Domena, organizacijske jedinice, drvece, Suma

Active Directory se zasniva na sloju domena, stabala (Trees) i Suma (Forests) za
upravljanje mreznim elementima. Domena je grupa objekata (korisnici i uredaji), koji dijele

istu Active Directory bazu. Domene imaju domain name system (DNS) strukturu.

Domena je osnovna jedinica za grupiranje povezanih objekata u Active Directory-u.

Obi¢no domene odgovaraju odjelima u tvrtki. Na primjer, tvrtka s odvojenim odjelima za

12



ra¢unovodstvo, proizvodnju i prodaju mogla bi imati domene racunovodstvo, proizvodnja i
prodaja. Domene mogu odgovarati i zemljopisnim lokacijama. Na primjer, tvrtka s uredima u

Zagrebu, Split i Osijeku mogla bi imati domene pod nazivom zg, st i 0s.

domena.com

zg. domena com st. domena.com os.domena com

Slika 12 Domene
Mnoge domene imaju previse objekata za upravljanje zajedno u jednoj grupi. Sre¢om,
Active Directory omogucuje stvaranje jedne ili viSe organizacijskih jedinica, poznatih i kao UO.
Organizacijske jedinice omogucuju organiziranje objekata unutar domene, bez dodatnog rada i

neucinkovitosti stvaranja dodatnih domena.

= [
— | J
Marketing IT Research

Slika 13 Organizacijske jedinice

Jedan od razloga za stvaranje organizacijskih jedinica unutar domene je taj $to mozete

dodijeliti administrativna prava svakoj organizacijskoj jedinice zasebno i po zelji. Zatim ti

13



korisnici mogu obavljati rutinske administrativne zadatke, poput stvaranja novih korisnickih

racuna ili poniStavanja lozinki.

Na primjer, pretpostavimo da se u domeni ureda u Splitu, nazvanoj st, nalaze
racunovodstveni i pravni odjeli. Umjesto stvaranja zasebnih domena za te odjele, mogli biste

stvoriti organizacijske jedinice za odjele.

Stablo je skup imena Active Directory-a koji dijele zajednicki prostor imena. Na primjer,
domene domena.com, zg.domena.com, st.domena.com i 0s.domena.com ¢ine stablo (tree)

izvedeno iz zajednicke korijenske domene, domena.com.

Suma (forest) je skup stabala. Drugim rije¢ima, Suma je zbirka jednog ili viSe stabala

domene koja ne dijele zajedni¢ku nadredenu domenu.

Na primjer, pretpostavimo da domena.com kupuje neku drugu tvrtku, koja ve¢ ima
vlastitu korijensku domenu pod nazivom tvtka.com, s nekoliko vlastitih poddomena. Zatim

mozete stvoriti Sumu od ova dva stabla domene kako bi domene mogle vjerovati jedna drugoj.

Klju¢ suma Active Directory-a je baza podataka koja se naziva globalni katalog.
Globalni katalog je vrsta super-direktorija koji sadrzi podatke o svim objektima u $umi, bez
obzira na domenu. Zatim, ako se korisni¢ki ra¢un ne moze pronaéi u trenutnoj domeni, u
globalnom se katalogu trazi taj ra¢un. Globalni katalog nudi referencu na domenu u kojoj je

ra¢un definiran.

domena.com

tvrtka.com

domcncon tdemmacom. o5 |

prodajatvrtkacom  proizvodnja.tvrtka.com

zg.domena.com st.domena.com os.domena.com

Slika 14 Suma
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3.3.2 Fizi¢ka struktura

Mjesta su fizi¢ke (a ne logicke) grupe definirane jednom ili vise I[P podmreza. Definicije
mjesta neovisne su 0 domeni i strukturi organizacijskih jedinica i uobi¢ajene su u cijeloj Sumi.
Mjesta se koriste za kontrolu mreznog prometa generiranog replikacijom, a takoder i za

upucivanje klijenata na najblize kontrolere domene (DC).

Dizajniranje topologije web mjesta za domenske usluge Active Directory (AD DS)
ukljucuje planiranje postavljanja kontrolera domene i projektiranje web mjesta, podmreza, veza
na web stranice i mostova veza na web lokaciju kako bi se osiguralo u¢inkovito usmjeravanje

prometa upita i replikacije.

Prije nego poc¢nete dizajnirati topologiju web mjesta, morate razumjeti fiziCku mreznu
strukturu. Osim toga, najprije morate dizajnirati logi¢ku strukturu Active Directory-a,

ukljucujuéi administrativnu hijerarhiju, plan Suma i plan domene za svaku Sumu.

Slika 15 Fizicka struktura
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3.4 Instalacija Active Directory

Sada kada smo upoznati s Windows Serverom, Active Directory-em, njegovim funkcijama

i strukurama, dosli smo do instalacije, odnosno prvotnog postavljanja Active Directory-a na

Windows Server 2019.

Prije nego §to pocnemo konfigurirati Active Directory na posluzitelju, moramo provjeriti

dali je mreznom adapteru posluzitelja dodijeljena valjana staticka IP adresa na lokalnoj mrezi.
3.4.1 Konfiguracija stati¢ke IP adrese
Potrebno je logirati se u Windows Server kao administrator. Zatim se klikne miSem u

donjem desnom kutu u system trayu na ikonu mrezne veze, te odabrati ,,Network & Internet

Settings*.

&37AM
8/11/2021 E‘
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Slika 16 Network & Internet opcije
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U sljede¢em prozoru koji se otvori odaberem ,,Change adapter options®.

Settings - s
i Home Status
| | | Network status
Network & Internet E @ @
Status Ethernet
I & Public network
T Ethernet You're connected to the Internet
If you have a limited data plan, you can make this network a
2 Dial-up metered connection or change other properties.

Change connection properties
% VPN
Show available networks
Airplane mode
Change your network settings
Proxy
@ Change adapter options

View network adapters and change connect

&, Sharing options

For the netwarks you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network pi

View your network properties

Windows Firewall

Slika 17 Change adapter options

Otvorit ¢e se sljedeci prozor. Pronademo ,,Ethernet” mrezni adapter te desnim klikom

misa stisnemo na njega i odaberemo ,,Properties®.

&/ Network Connections. - X
4 & > Control Panel > Network and Intemnet > Network Connections v @ | Search Network Connections @
Organize « Disable this network device Diagnose this connection Rename this connection View status of this connection 3 = O @

l" Ethernet
Network 2
Intel{R) PRO @3 Disable
Status

Diagnose
& Bridge Connections

Create Shortcut

& Delete

&) Rename

& Properties

Titem  1item selected

45 AM

1

Slika 18 Ethernet
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Odaberemo ,,Internet Protocol Version 4 (TCP/IPv4)“, te stisnemo ,,Properties®.

£
4 & 5 Control Panel > Networkand Intemet > Network Connections
Fizanle shis estond A o tion Rename this cennection
| Ethernet Properties *
Networking
Connect using
& Inte!(R} PRO/1000 MT Desktop Adapter
This connection uses the following items:
B3 Glent for Microsoft Networks -
3 File and Printer Sharing for Microsaft Networlss
19Q05 Packet Scheduler
I intemet Protocol Version 4 (TCP/IPv4)
[ s Microsoft Network Adapter Mutiplexor Protacol
Microsoft LLDP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPvE) v
< >
Instal Uninstal Propetties
Deseription
Transmission Control Protocol/Intemet Protocol. The defauit
wide area network protoeol that provides commurnication
across diverse interconnected networks
oK Cancel
Titem  1item selected

View status of this connection

v O Search Network Connections 0

m @

» i -

Slika 19 Internet Protocol Version 4

Otvorit ¢e se prozor u kojem ru¢no unosimo zeljenu mreznu adresu, subnet masku te

adresu usmjernika (routera). Pod DNS postavke unosimo, najbolje, IP adresu posluzitelja,

posto ¢e on u ovom slucaju biti 1 DNS server.

£
4 & » Control Panel > Network and Internet > Network Connections
e I oI L R e e Tion
| Networking
Connect using

5 Intel(R) PRO/1000 MT Desktop Adapter

Internet Protocol Version 4 (TCP/IPv4) Properties
This connection uses t

£ Clent for Mic
" File and Printe|
Q05 Packet §
4 Intemet Protoc
. Microsoft Net

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Mieroseft LLD| (0 Obtain an IP address automatically
1. Micros:
" Intemet Protor (@) Use the following IP address:
IP address: 192,168 . 8 . 124
stal Subnet mask: 255,255,255, 0
Description Default gateway: 92 .18, 8 . 1
Transmission Control

de area network
erse dveres piom] Obtain ONS server address automaticaly
@® Use the following DNS server addresses:

Prefirred DNS server: 192,168 . 8 . 129

Alternate DNS server:

|

[ validate settings upon exit e,

Cancel

1 item

1 item selected

View status of this cannection

v © | SearchMetwork Connections @

» =

Z- @ @

Slika 20 IPv4 postavke
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3.4.2 Server Manager

Nakon $to smo postavili staticku IP adresu posluzitelju, odlazimo u Server Manager.

T Server Manager - x

Server Manager * Dashboard @ Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

Local Server

All Servers
AD DS
& DNS

0 Configure this local server

QUICK START

2 Add roles and feat

B§ File and Storage Services b

3 Add other servers to manage
WHAT'S NEW P X
4 Create a server group

5 Connect this s loud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS
Server groups: 1 | Servers
il ADDs 1 2 DNs 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Slika 21 Server Manager

Kako bi zapoceli konfiguraciju Active Directory, unutar Server Managera odaberemo

,,2Add roles and features* 1 stisnemo ,,Next*.

Dashboard @) e T

Local Serve|
DESTINATION SERVER
All servers WIN-ONBQKEETCTS FOllocal
AD DS
2 Dns This wizard helps you install roles, role services, or features. Vou determine which roles, role serviees, or

features to install based on the computing needs of your ization, such as sharing documents, or
hosting a website.

BR File and Stq

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed Hide

I you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again.

To continue, click Next

[ Skip this page by default

BPA results BPA results

Slika 22 Active Directory instalacija
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Nakon pritiska na gumb ,,Next“ pojavljuje se prozor za odabir nacina instalacije.
Odaberemo ,,Role-based or feature-base installation* nakon ¢ega se klikne na gumb ,,Next*.

Server Manager * Dashboard

- @ | I' Manage Tools  View  Help
T Add Roles and Features Wizard [} x
g . DESTINATION SeRVER
Local§| - Select installation type [
All Sery
AD DS Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
—_— ® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to creste a virtusl machine-based
or session-based desktop deplayment,
Hide

Performance

Performance

BPA results BPA results

Slika 23 Role-based or feature-base installation

U ovoj fazi pod nazivom "Select destination server"”, odaberemo posluzitelj na koji
zelimo instalirati Active Directory i kliknemo ,,Next*.

Server Manager * Dashboard

- @ | r Manage  Tools  View  Help
= Add Roles and Features Wizard - [m] x
I8 Dashbq|
H . . DESTINATION SERVER
1 Loaals|  Select destination server WIN-ONSQKES7CTE 50 sl
All Ser
AD DS Select a server or a virtual hard disk on which to install roles and features.
2 DNs ® Select 2 server from the server pocl
3 File an ) Select a virtual hard disk
Server Pool
Fitter:
Name p #ddress Operating System
WIN-ONBQKEE7CTS.FOL... 192.168.8.162 __Microsoft Windows Server 2019 Standard Evaluation
Hide
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or 3 newer relegsé of Windows Server,
and that have been added by using the Add Servers command in Server Mandger. Offline servers and
newly-added servers from which data collection is stil incomplete are ot shown.
Performance Performance
BPA results BPA results

Slika 24 Odaberite Zeljeni server
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Ovdje ¢ete vidjeti mnoge opcije za odabrati/instalirati. Kao $to mozete pogoditi, odabrat

¢emo ,,Active Directory Domain Services“. Opcionalno, ako ¢ete koristiti, mozete odabrati i

DNS Server. Kliknemo ,,Next®.

§ Locals
& Al Sen

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[[] Active Directory Lightweight Directbry Services
[ Active Directory Rights Managément Services

[[] DHCP Server
/| DNS Server (Installed)

[ Fax Server

=
[] Host Guardian Service

[ Hyper-v

[[] Network Policy and Access Services

[] Print and Document Services

[ Remote Access

[] Remote Deskiop Services

[] Volume Activation Services

[] web Server (IIS)

[ Windows Deployment Services

[ Windows Server Update Services

Manage

@1 F

DESTINATICN SERVER
WIN-ONSQKETCTS.FOllocal

Description

File and Storage Services includes
services that are ahways installed, as
well as functionality that you can
install to help manage file servers
and storage.

Tools

View  Help

Hide

Performance

BPA results

BPA results

Performance

Slika 25 Usluge domene Active Directory 1

Na ovoj stranici samo pritisnite ,,Next®.

Server Manager * Dashboard

Manage

Tools

= Add Roles and Features Wizard

Select features

Select one or more features to install on the selected server.

Features

v O
I [m] .NET Framework 4.7 Features (2 of 7 installed)
1 [] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[J Bitlocker Network Unlock
[ BranchCache
[ Client for NFS
[] Containers
[] Data Center Bridging
[ Direct Play
[[] Enhanced Storage
[ Failover Clustering
/| Group Policy Management (Installed)
[] Host Guardian Hyper-¥ Support
[] O Quality of Service
[] 1S Hostable Web Core
[J Internet Printing Client
[] 1P Address Management (IPAM) Server
[ iSNS Server senvice

Next

DESTINATICN SERVER
WIN-ONSQKES7CTE.FOllocal

Description

MNET Framework 3.5 combines the
power of the {NET Framework 2.0
APIs with new technologies for
building applications that affer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Hide

Performance

BPA results

BPA results

Performance

N im0 dg

Slika 26 Usluge domene Active Directory 2
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Na ovoj stranici stisnemo ,,Install®.

+@ |V Maroge  Toos

LocalS| - Confirm installation selections eSO
All Sery
AD DS To install the following roles, role services, or features on selectad server, click Install

& DNS ] Restart the destination server automatically if required

&8 File an Optional features (such s administration tools) might be displayed on this page because they have

been selected automatically. f you do not want to install thess optional features, click Pravious to clear
their check boxes.

NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

Hide

Export configuration settings
Specify an altemate source path

< Previous Next > Install Cancel

Performance Performance

BPA results BPA results

A ] dg o

146 AM

Slika 27 Active Directory instalacija 1

Pregled svih odabira prije instalacije Active Directory. Stisnuti ,,Install®.

f Add Roles and Features Wizard = O X

O O | DA R, L ~ DESTINATION SERVER
Confirm installation selections WIN-UGSMOBR1Q89

To install the following roles, role services, or features on selected server, click Install

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-ins and Command-Line Tools

< Previous Next Install l ] Cancel

Slika 28 Active Directory instalacija 2
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Nakon $to smo uspjes$no prikazali i zavrsili s instaliranjem domenskih usluga Active
Directory, posljednji je korak promovirati posluzitelj u ,,Domain controller* (DC). U gornjem
desnom kutu ,,Server Managera“ ¢ete primijetiti zuti usklik uz karticu "Manage" kao Sto je

prikazano na slici 29. Kliknite na nju i odaberite "Promote this server to a domain controller".

Server Manager * Dashboard

j, Post-deployment Configura
i Dashboard WELCOME TO SERVER MANAGER
i Local Server figurat ed for Active Dire /
5 Al Servers 0 g . ; s Provncie this S 00 2 s bt d
i§l ADDs ju V ‘
- @ Feeture installation
#§ File and Storage Services b
J a;
WHAT'S NEW S
Task Details
LEARN MORE

Slika 29 Domain controller

Pojavit ¢e se novi prozor pod nazivom “Active Directory Domain Services
Configuration Wizard”, kao §to je prikazano u nastavku. Dodati ¢emo novu Sumu, ali u
slucaju da zelite uciniti neSto drugacije u ovom koraku, slobodni ste odabrati druge opcije.
Dodajte naziv korijenske domene svoje organizacije, npr. foi.hr. Kliknite "Next" nakon $to

odaberete svoj izbor.

fas Active Directory Domain Services Configuration Wizard = [m] X
Deplovment Confiauratic TARGET SERVER
Deployment Configuration WIN-UGSMOBR1Q69

Deployment Configuration
Select the deployment operation

Domain Controlier Options

Add a domain controllezto an existing domain
Add a new domai an existing forest
®) Add a new forest

Specify the domain information for this operation /

Root domain name: npr. foihr, duplico hr

More about deployment configurations /

Slika 30 Active Directory Domain Services Configuration Wizard

23



Na opcijama Domain Controller ostavite oznacene zadane vrijednosti 1 unesite svoju

lozinku. Nakon toga kliknite "Next"

& Active Directory Domain Services Configuration Wizard - O X
D o Coproller Ot TARGET SERVER
omain Lontrolier Uptons WIN-UG5MO8R1Q69

Deployment Configuration

Specify domain controller capabilities and site information
Domain Controller Options i
Domain Name System (DNS) server

DINS Options Global Catalog (GC)
Additional Cptions [C] Read only domain controller (RODC)
Paths Site name: Default-First-Site-Name .
Preparation Options
2 3 Type the Directory Services Restore Mode (DSRM) password
Review Options
Prerequisites Check Password: |essssses
Confirm password: sessssce

More about domain controller options /

Slika 31 Domain Controller opcije
Na sljedeéoj stranici ,,DNS Options™ vjerojatno ¢ete na vrhu vidjeti pogresku ,,A
delegation for this DNS server cannot be created because the authoritative parent zone cannot

be found". Zanemarite i kliknite "Next*.

s Active Directory Domain Services Configuration Wizard — O X
D N S O - TARGET SERVER
ptions WIN-UGSMO8RIQ69

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Deployment Configuratic

Specify DNS delegation options

Domain

ontrolle

Create DNS delegation

More about DNS delegation /

e ] [

Slika 32 DNS opcije
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Na sljedecoj stranici, slika 33, ostavite naziv domene NetBIOS kao zadani ili ga mozete

promijeniti sve dok ne bude dulji od 15 znakova. Nakon toga kliknite "Next".

f Active Directory Domain Services Configuration Wizard = (] X
S ‘ . TARGET SERVER
Add\tlo«'ﬁa‘ Optlons WIN-UG5MO8R1Q69
Verify the NetBIOS name assigned to the domain and chang%ary
The NetBIOS domain name: |z foi, duplico
More about additional options /
| < Previous I [ Next > I nsta Cancel

Slika 33 NetBios

Ostavite putanje kako su zadane i kliknite "Next" kao S$to je prikazano u nastavku.

fa Active Directory Domain Services Configuration Wizard - ] X
P *f TARGET SERVER
atns WIN-UGSMOSRIQ69

Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
Database folder CAWindows\NTDS [=]
Log files folder: CAWindows\NTDS B
SYSVOL folder: C:\Windows\SYSVOL IE

Prerequisites Check

More about Active Directory paths /

I < Previous | ‘ Next > | Cancel

Slika 34 Domain Controller instalacija 1
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U ovom koraku posluzitelj vam omogucuje da pregledate ono $to ste do sada ucinili.

Pregledajte jo$ jednom odabire i ako se slazete s istima pritisnite "Next".

f& Active Directory Domain Services Configuration Wizard = O X
Review Options R
pt WIN-UG5MOSRIQ69

Deployment Configuration =~ Review your selections:

Forest Functional Level: Windows Server 2016

Domain Controller Options

DNS Options Domain Functional Level: Windows Server 2016

Additional Options
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No
Database folder: C:\Windows\NTDS
Log file folder: C:\Windows\NTDS
SYSVOL folder: C:\Windows\SYSVOL

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

Cancel

Slika 35 Domain Controller instalacija 2
U ovom koraku preduvjeti ¢e se provjeriti prije nego Sto se instaliraju domenske usluge
Active Directory. Ako ovdje dobijete bilo kakvu pogresku, pogledajte je i ispravite bilo Sto u

prethodnim koracima. Ako je sve u redu, kliknite "Install".

s Active Directory Domain Services Configuration Wizard = ] X
5 . - TARGET SERVER
Prerequisites Check WIN-UGSMOBRIQ69

I @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check

@ View results
1

Windows Server 2019 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

Additional Options

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751).

4. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “computingforgeeks.com”. Otherwise, no action is required.

- . - P . .

1. If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites /

Next > [ mstal | [ Cancel |

Slika 36 Domain Controller instalacija 3
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Nakon toga ¢e se posluzitelj ponovno pokrenuti i spremni ste logirati se kao
,2Administrator, kreirati korisnike, dodavati racunala u domenu te poceti sa implementacijom

GPO (Group policy object), odnosno sigurnosnih politika.

4. Implementacija sigurnosnih politika

U ovom poglavlju ne¢emo se doticati ,,Sigurnosnih politika“ kao dokumenta, no, bez
sigurnosnih politika, odnosno skupa pravila i smjernica §to, kako i gdje Zelimo ograniciti,
zastititi, ne mozemo ni jasno znati kako da postavimo nas informacijski sustav. Stoga ¢emo vrlo
ukratko dotaknuti se ,,Sigurnosnih politika“. Prikazat ¢emo kako se kreiraju organizacijske
jedinice unutar Active Directory-a, korisnici, kako se dodaje ra¢unalo u domenu te na koji na¢in

kreiramo, odnosno definiramo sigurnosna pravila, tj. primjenu istih.

Informacijski sustav ne moze se u potpunosti zastiti i to je ¢injenica koje mora biti svjestan
svaki korisnik. Radnje odgovornih osoba u cilju povecanja sigurnosti sustava vrlo su
individualne zbog individualnosti samih informacijskih sustava i stoga se ne mogu definirati
univerzalne radnje prema kojima bi se gradila sigurnost sustava. Individualnost je u planiranju
sigurnosti 1 vrlo preporucljiva, jer se na taj nain otezava planiranje i1 izvrSavanje napada od

strane zlonamjernih korisnika.

Sigurnosna politika je skup pravila, smjernica i postupaka koja definiraju na koji nacin
informacijski sustav uciniti sigurnim i kako =zaStititi njegove vrijednosti, tehnoloSke 1
informacijske. Ona govori korisnicima §to smiju raditi, $to ne smiju raditi, Sto moraju raditi i
koja je njihova odgovornost. Svakodnevnim razvojem tehnologija otkrivaju se i nove metode
kojima je mogucée ugroziti sustav. Stoga definiranje opcenite sigurnosne politike za
informacijske sustave nije moguce i jednom napisana politika mora se redovito pregledavati,

mijenjati 1 nadopunjavati kada se za tim ukaZze potreba.

4.1 Group policy object (GPO)

Group policy znacajka su sustava Windows koja omogucuje Sirok izbor naprednih postavki
koje mrezni administratori mogu koristiti za kontrolu radnog okruZenja korisnika i racuna
unutar Active Directory-a. U osnovi pruza centralizirano mjesto administratorima za

upravljanje i konfiguriranje operacijskih sustava, aplikacija i korisni¢kih postavki.
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Group Policy Object (GPO) skupina je postavki koje se stvaraju pomoc¢u Group Policy
Editora. Group Policy Object-i mogu biti povezani s jednim ili brojnim spremnicima Active

Directory-a, ukljuc¢ujuéi web lokacije, domene ili organizacijske jedinice (OU).

Na primjer, GPO moze pomoc¢i u provedbi politike najmanjih privilegija gdje vasi korisnici
imaju samo dopustenja potrebna za obavljanje svog posla. To mogu uciniti onemogucavanjem
globalnih administratorskih prava u vasoj mrezi i dodjeljivanjem administratorskih privilegija

pojedincima ili grupama na temelju njihovih uloga.

Grupna se pravila mogu koristiti na brojne nafine za jacanje sigurnosti, ukljucujuci
onemogucavanje zastarjelih protokola, sprjeCavanje korisnika da unose odredene promjene i

jo§ mnogo toga.

Mnoge organizacije rade s opustenim pravilima zaporki, a mnogi korisnici ¢esto postavljaju
zaporke koje nikada ne istjecu. Zaporke koje se ne rotiraju redovito, previse su jednostavne ili
koriste uobicajene lozinke u opasnosti su od hakiranja grubom silom. GPO-ovi se mogu Koristiti

za utvrdivanje duljine lozinke, slozenosti i drugih zahtjeva.

GPO-1 se mogu koristiti za pojednostavljivanje zadataka koji su u najboljem slucaju
svakodnevni, a u najgorem kriticno dugotrajni. MozZete uStedjeti sate 1 sate vremena
konfigurirajuéi okruzenje novih korisnika i racunala koja se pridruzuju vasoj domeni pomocu

GPO-ova za primjenu standardiziranog, univerzalnog.

GPO se mogu koristiti za implementaciju aZuriranja softvera i zakrpa sustava kako bi se
osiguralo da je vaSe okruZenje zdravo 1 aZurirano u skladu s najnovijim sigurnosnim

prijetnjama.
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4.2 Kreiranje organizacijskih jedinica i korisnika

e Server Manager - X

Server Manager * Dashboard - @ | I venage
Active Directory Adminissr
Active Directary Dopiains and Trusts

WELCOME TO SERVER MANAGER
Dashboard Active DirectonyModule for Windows PowerShel

Local Server Active Directory Sites and Services
§iz Al Servers o Confi thic | Active Directory Users and Computers
onfigure this local ser
1 AD DS Y ADS| Edit

Component Services

& DNS QUICK START
= 5 pdd roles and featur Computer Management
BE File and Storage Services b e Defragment and Optimize Drives
3 Add other servers to man| ~ DiskCleanup
DNS
TSN 4 a server group Event Viewer
Group Palicy Management
5 Connectthis i5CS! Initiator

Local Security Policy
LEARN MORE Microsoft Azure Services

ODBC Data Sources (32-bit)
ODEC Data Sources (64-bit)

ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Serve Ceimma tlrisy
Print
" & DNs Recovery Drive
Registry Editor
@ Manageability @ Manageability Resource Menitor
Events Events Services
. . System Configuration
Services Services _
System Information
Performance Performance Task Scheduler
BPA results BPA results Windows Defender Firewall with Advanced Security
Windows Memary Diagnostic

Slika 37 Active Directory korisnici i racunala 1

Unutar ,,Server Managera“ u gornjem desnom kutu odaberemo ,,Tools* te ,,Active

Directory Users and Computers®.

[ Active Directory Users and Computers - X

File Action View Help

= - = P

|2 alBeE BEl 3 eErTEY

[ Active Directory Users and Com|| Name Type Description

=l ?Ovi‘j Q‘“E”ES  Buikin buikinDomain

v & foc I Computers Container Default container for up...
- Puln 51 Domain Controllers Organizational Unit Default container for do.
| Computers = o o
2| Domain Controllers o Juplee rganizational Uni
2 Duplico " ForeignSecurityPrincipals Container Default container for sec...
“ ForeignSecurityPrincipal{| - Managed Service Accounts Container Default container far ma..
= Mansged Service Accou| |1 Users Container Default container for Up...
7 Users

< >

Slika 38 Active Directory korisnici i racunala 2
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Otvorit ¢e se gore prikazani prozor koji nam prikazuje korisnike, raCunala te
organizacijske jedinice. Osim $to ih prikazuje, administrator sustava moze upravljati istima, te

kreirati nove.

] Active Directory Users and Computers - s
File Action View Help

es | nE BB BmlteaTEY

] Active Directory Users and Com|| Name Type Description
| Saved Queries | Builtin builtinDomain
v FO“[‘””‘ ee——— Container Default container for up...
-5 I s Organizstional Unit Default container for do.
= ) Organizational Unit
A | Change Domain... ~cipals Container Default container for sec...
-} ChangeDomain Controller.. «ccounts Contsiner Default container for m...
} Rais domain functional level.. Container Default container for up...
U Operations Masters...
New > Computer
All Tasks > Contact
View X Group
InetOrgPersen
Refresh msDS-ShadowPrincipalContainer
Export List... mslmaging-PSPs
Properties MSMQ Queue Aliss
. Organizational Unit
Printer
User
Shared Folder
< >

Creates a new item in this container.

Slika 39 Organizacijska jedinica 1

Desni klik na domenu, ,,New - Organizational Unit*

] Mew Object - Organizational Unit P e
= ~7| Createn: FOllocal/
g == Type Description
builtinDomain
™ Name Container Default container for up...
[Duplcal Organizational Unit Default container for do...
Protect container from accidental deletion Organizational Unit
Container Default container for sec.
Container Default container for ma..
Contsiner Default container for up.
Cancel Help
< >

Slika 40 Organizacijska jedinica 2
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Upisemo naziv organizacijske jedinice, te opcionalno mozemo odabrati kvacicu ispod da

se ista ne moze ,,slucajno® obrisati. Iz iskustva, preporuc¢ujem odabrati tu kvacicu.

[ Active Directory Users and Computers - X
File Action View Help
e @ 0 XEozBEEICeETa%
[ Active Directory Users and Com|| Name Type Description
| Saved Queries

~ 4 FOllocal
| Builtin

=1 Odjeli Organizational Unit
2 Racunala Organizational Unit

=7 Serveri Qrganizational Unit
| Computers

51 Domain Controllers
~ 2 Duplico
v [&] Oceli
Eilg
5] Recunovodstvo
3 Radiona
3l Uprava
1 Racunala
=1 Serveri
| ForeignSecurityPrincipals
| Managed Service Accour
| Users

Slika 41 Organizacijska jedinica 3

Na slici iznad vidimo kreirane organizacijske jedinice tvrtke ,,Duplico d.0.0.“. Iste smo
kreirali prema gore navedenim naputcima. U te organizacijske jedinice dodavat ¢emo
korisnike prema odjelu u kojem rade, a sva raunala unutar organizacijske jedinice

,,Racunala®.

Na isti nacéin, kako smo kreirali i organizacijske jedinice, kreiramo i korisnike. Odaberemo

zeljenu organizacijsku jedinicu, desni klik, ,,New = User*.
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[ Active Directory Users and Computers

File Action View Help

e |am 40 XEEGE BEmIeaTEYR
] Active Directory Users and Com|| Name Type Description
- iao\‘re‘d Q‘uenes 2, Grups Security Group - Domain Local
v ;:\at B2 TGrupaAdmin Security Group - Global
- C“‘ n . 2 Tomislav Knezic User
% Computers
5] Domain Controllers & Tomisiav Novose e
v & Duplico
~ &1 Odjeli
FIju
S1f  Delegate Control..
3] Move...
L Find.,
31 Racy
1 Serv|  New > Computer
Y Forsign  All Tasks » Contact
Msnage
- Group
Users View >
InetOrgPerson
@ msDS-ShadowPrincipal Container
Deee mslmaging-PSPs
Rename MSMQ Queue Aliss
(=i Organizational Uit
Export List.. Printer
Properties User
Help Shared Folder
< >

Creates a new item in this container.

Slika 42 Kreiranje korisnika 1

File Action View Help

e @ LB XEdZ BEI 3 e TES

[ Active Directory Users and Com|| Name Type Description
= Saved Queries EE n Local
~ %3 FOllocal fg| New Object - User X
] Builtin 3
7 Computers 2
51 Domain Controllers 2_) Createin: FOllocal/Duplico/Odjeli/IT
~ [Z] Duplico
~ [£1 Odjeli
3 T First name Initials:
5] Racunovodstvo
. Last name [knezio |
5 Radiona
1 Uprava o ‘Tnmis\av Knezid |

51 Racunala
1 Serveri User logon name:

| ForeignSecurityPrincipaly tomislav knezic @FOllocal v

7 Manzged Service Accour
1 Users User logon name (pre-Windows 2000)
[For | tomisiav knezic |

Back Next > Cancel

Slika 43 Kreiranje korisnika 2

Otvorit ¢e se prozor u kojem se jasno vidi putanja gdje ¢e korisnik biti kreiran. Isti se

moze, naknadno 1 prema potrebi, premjestiti u drugu organizacijsku jedinicu.

Ovdje upisujemo Ime i Prezime te korisnicko ime koje ¢e se koristiti unutar domene te

stisnemo ,,Next“. Npr. Tomislav Knezi¢ ima korisni¢ko ime tomislav.knezic@foi.local.
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mailto:tomislav.knezic@foi.local

File Action View Help
E J— = 4 - = Bl %
o A B XEZ Hal P aaTaR
] Active Directory Users and Com|| Name Type Description
7 saved Queres n Local

v &4 FOllocal New Object - User X
1 Builtin
7 Computers

[l g

2‘ Createin:  FOllocal/Duplico/Odjeli/IT

=1 Domain Controllers \

~ [ Duplico
~ [&] Odjeli

@ n pRese - 7
3| Racunovodstvo - ”
21 Redions SR 7

5] Uprava
1 Racunala
1 Serveri [ User cannot change password

User must change password at next logon

1 ForeignSecurityPrincipaly W

| Managed Service Accour
Users [ Account i disabled

< Back Next > Cancel

7:25 AM

~ = Ty dy 8/14/2021 E|

Slika 44 Korisnicka lozinka

Sljede¢i prozor koji se pokaze jest prozor za unos lozinke. Ovdje, u globalu, odabiremo da
korisnik mora unijeti lozinku prilikom prvog logiranja, a ako to ne zelimo, zadamo lozinku,

odnosno administrator zadaje lozinku te stavi kvacicu na ,,Password never expires®.

4.3Sigurnosne grupe (Security Groups)

Sigurnosne grupe od vitalnog su znacaja za odrZavanje odgovarajucih prava pristupa

dopustenja nevjerojatno je korisna za odrzavanje sigurnosnih politika.

Na primjer, mozete koristiti sigurnosne grupe Active Directory za dodjelu dopustenja na
visokoj razini ¢lanovima uprave, ogranicenje pristupa pojedinim odjelima. Takoder mozZete

koristiti sigurnosne grupe za dodjelu dopustenja niZe razine novim korisnicima.

Sigurnosne grupe Active Directory takoder se mogu mijenjati putem Active Directory

portala, gdje se korisnici mogu pomicati ili potpuno ukloniti.

Sigurnosne grupe karakterizira opseg koji identificira u kojoj se mjeri grupa primjenjuje u
stablu domene ili Sumi. Opseg grupe definira gdje se grupi mogu dodijeliti dopustenja. Sljedeca
tri opsega grupa definiraju Active Directory:
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e Univerzalna (universal)
e Globalna (global)

e Lokalna (domain local)

Univerzalna grupa moze imati raune s bilo koje domene u istoj Sumi, globalne grupe iz bilo
koje domene u istoj Sumi i Ostale univerzalne grupe iz bilo koje domene u istoj Sumi. Moze se
pretvoriti u Domain Local ako grupa nije ¢lan nijedne druge univerzalne grupe. Moze se
pretvoriti u globalnu ako grupa ne sadrzi druge univerzalne grupe. Moze dati prava na bilo kojoj

domeni u istoj Sumi ili Sumama.

Globalna grupa moze imati racune s iste domene, druge globalne grupe iz iste domene. Moze
se pretvoriti u univerzalnu ako grupa nije ¢lan nijedne druge globalne grupe. Moze dati prava

na bilo kojoj domeni u istoj Sumi ili povjerljivim domenama ili Sumama.

Lokalna grupa moze imati ra¢une s bilo koje domene ili bilo koje pouzdane domene, globalne
grupe iz bilo koje domene ili bilo koje pouzdane domene, univerzalne grupe iz bilo koje domene
u istoj Sumi i ostale domene lokalne grupe iz iste domene. Moze se pretvoriti u univerzalnu ako

grupa ne sadrzi druge lokalne grupe domene. Moze dati prava unutar iste domene.

4.3.1 Kreiranje sigurnosne grupe

[ Server Manager - x
Server Manager * Dashboard - @) | 7 anage
Active Directory Administrative Center
Active Directory Dpiains and Trusts
RYELCOMEJ SEEVER RANACER Active Directory Module for Windows PowerShelt
I Local Server Active Directory Sites and Services
s All Servers e y Active Directory Users and Computers
Tl AD S o Configure this local ser|  pogea

Component Services

& DNS QUICK START
- 2 Add roles and features Computer Management
i Fleand torage services b Sy AR e SRR Defragment and Optimize Drives
3 Add other servers to man Disk Cleanup
DNS
LTS 4 Cr a server group Event Viewer

Group Policy Management
5 Connect this server to clo iSCSI Inititor
Local Security Policy
LEARN MORE Microsoft Azure Services
ODBC Data Sources (32-bif)
ODBC Data Sources (64-bif)

ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1 Performance Monitor
Print Management
il ADDS 1 2 ons Recovery Drive
Registry Editor
@ Manageability @ Manageability Resource Monitor
Events Events Services
System Configuration
Services Services 3
System Information
Performance Performance Task Scheduler
BPA results BPA results Windows Defender Firewall with Advanced Security

Windows Memory Diagnostic

Slika 45 Sigurnosne grupe 1
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Unutar ,,Server Managera® odaberemo ,,Tools* 1,,Active Directory Users and

Computers*.

[ Active Directory Users and Computers - X
File Action View Help
e | @ O XEdE HAEI AT a%

[ Active Directory Users and Com|| Name Type Description
- Ez\ﬁd Q‘ue”es 2, Danijel Rusan User
~ &g Foloca 3, RadionaGrupa Security Group - Domain Local
“ Builtin
“ Computers
= Domain Controllers
Duplico
~ &1 Odjeli
T
51 Racunovodstvo
31 Radic
S Upray  Defegate Control.
=1 Racunala Move..
= Serveri Find...
% ForeignSecu
“ Mansged e New > Computer
4 Users All Tasks > Contact
View > =
InetOrgPerson
cut msDS-ShadowPrincipalContainer
Delete msimaging-PSPs
Rename MSMQ Queue Alias
Refresh
e Organizational Unit
Export List.. Printer
Properties User
Help Shared Folder
< >

Creates a new item in this container.

Slika 46 Sigurnosne grupe 2

U proslom poglavju (4.2) prikazali smo kako se kreiraju organizacijske grupe i
korisnici. Navigiramo se prema zeljenoj organizacijskoj grupi, npr. ,,Radiona®, te desnim

klikom misa kliknemo na nju, New = Group.

File Action View Help

e pp B XEdz a2z T A%

[ Active Directory Users and Com|| Name Type Description
- ;gﬁ‘j Q‘“E”ES 2, Danijel Rusan User
Vv w Tl oca 2 RadionaGrupa Security Group - Domain Lacal
7 Builtin
7 Computers
3 Demain Contrallers New Object - Group x
Duplico
v [ Odjeli g
S QR) Createin: FOLlocal/Dypiico/OdielRadiona
=1 Racunovodstvo
al Ea"“’"“ Group name:
1= Mprave |Radmnacruna\ ‘
= Racunala
5] Serveri

Group name (pre-Windows 2000):

| ForeignSecurityPrincipaly

| RadionaGrupa ‘
“ Managed Service Accour
S Users Group scope Group type

(®) Domain local (@) security

(O clobal (O Distrbution

(O Universal

Cancel

< >

A w1 dg

Slika 47 Sigurnosne grupe 3
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Otvorit ¢e se prozor ,,New Object — Group*. U ,,Group name** napiSemo Zeljeno ime
sigurnosne grupe, npr. ,,RadionaGrupa®, te odaberemo vrstu grupe, tzv. scope, $to smo malo

prije objasnili. U ovom slucaju, odabrat ¢emo ,,Domain local* i ,,Security. Potvrdimo sa OK.

File Action View Help
es | nE o XEd2 Hm A eaTa%

] Active Directory Users and Com|| Name Type Description
- i;“’e‘d Q‘“e”es 2, Danijel Rusan User
Y= ‘E“; &2 RadionaGrupa Securite Groun - Domain Local
7 Builtin
9 Computers
2] Domain Controllers General  Members Member Gf  Managed By
~ & Duplico
~ & Odjeli Members:
& Name o o Fola ]
21 Racunovodstvo &, Daniig Select Users, Contacts, Computers, Service Accounts, or Groups X
51 Radiona :
5 Uprava Select this object type
27 Racunala ‘Users. Service Accounts, Groups, or Other objects \ Object Types
1 Serveri
* ForcignSecurityPrincipalf Ero 3 ocaton
“ Managed Service Accour| [Follecl | | tocatens..
ol Users Enterthe object namés to select (examples)
[
Advanted oK Cancel
Add Remove
oK Cancel
< >

115 AM

21

Slika 48 Sigurnosne grupe i dodavanje korisnika
Da bi sigurnosna grupa ,,imala smisla®, moramo istoj pridruziti korisnike. To se radi
na nacin da dvoklikom stisnemo na Zeljenu grupu, navigiramo se na tab ,,Members* i
pritisnemo tipku ,,Add*. Otvorit ¢e se prozor¢ié, slika 48, te upisemo Zeljenog korisnika i

potvrdimo sa OK! Korisnik je dodan u sigurnosnu grupu.
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4.4 Dodavanje racunala (klijenta) u Active Directory

U sljedecih par koraka prikazat ¢emo kako se racunalo dodaje u domenu, odnosno Active

Directory. Podrazumijeva se da je raCunalo unutar iste lokalne mreze kao i domain controller.

& Run

= Typethe name of  program, folder, document, or Internet
L= resource, and Windows will open it for you.

Open:

L Type here to search

Slika 49 Postavke sistema 1

Na klijentskom rac¢unalu, odnosno racunalu kojeg zelimo dodati u domenu, pokrenemo
Run prozor¢i¢ (Search = Run ili preCac Windows tipka + R) te utipkamo ,,sysdm.cpl®. Otvorit

¢e se prozor ,,System Properties*.
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System Properties
Compter Name  Hardware Advanced System Protection Remote

. Windows uses the following information to identify your computer
= onthe network.

Computer description: ||

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: Windows 10Client.FOl local
Domain: FOl local

To use a wizard to join a domain or workgroup, click

Network ID. | Network ID...

To rename this computer or change ts domainor |
workgroup, click Change Change... |

Build 19
L Type here to search

~ @ @ dg ENG

Slika 50 Postavke sistema 2

Ovdje odaberemo ,,Change* kako je prikazano na slici.

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes migh affect access to net

Computer name:

Windows 10Client]

Full computer name:
Windows 10Client.FOllocal

Member of
@ Domain:
[Foliocal -

O Workgroup:

pel Type here to search

Slika 51 Clan domene

Ako zelimo promijeniti ,,Ime racunala®, upisujemo naziv po Zelji. Ovdje na slici je to

Windows10Client, a mozemo staviti i prema odjelu, npr. Radiona01 i sli¢no.

Pod poljem ,,Member of** upisujemo naziv domene i potvrdimo sa OK. O tome smo

ve¢ pisali pod poglavljem Active Directory.
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Windows Security X

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

‘ Password

OK Cancel

Slika 52 Administratorska lozinka

Pritiskom na tipku OK, otvorit ¢e se dijaloski prozor u kojem upisujemo korisni¢ko

ime i lozinku domenskog administratora.

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

Slika 53 Ponovno pokretanje sistema

Ako je sve proslo u redu, dobit ¢emo poruku ,,Welcome to the foi.local domain®, stisnemo

OK i sustav ¢e nas traziti da ponovno pokrenemo ra¢unalo, tzv. restart.

Kada se rac¢unalo ponovno pokrene, ¢lan je domene, te se logiramo sa svojim domenskim

korisni¢kim imenom i lozinkom koju smo dobili od administratora sustava.
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] Active Directory Users and Computers - hed
File Action View Help

e im0 BEE Bt eaTES

] Active Directory Users and Com|| Name Type Description

7| Saved Queries K WINDOWSTOCLIENT Computer
~ %3 FOllocal
I Builtin

“ Computers

=1 Domain Controllers
~ [ Duplico
~ [&] Odjeli
il
| Recunovodstvo

| Rediona
| Uprava

31 Racunala

1 Serveri
I ForeignSecurityPrincipals
9 Managed Service Accout
9 Users

Slika 54 Active Directory racunala

Na posluzitelju vidimo da je racunalo dodano u Active Directory i administrator ga je

ve¢ premjestio u odgovarajuci odjel.
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4.5Kreiranje Group Policy Objects

Ono $to jo§ trebamo uciniti, sada kada smo naucili kako kreirati organizacijske jedinice,
korisnike te dodati racunala u domenu jest kreiranje i implementacija sigurnosnih pravila,
koja ¢e pojedine organizacijske grupe, odnosno fizicke odjele unutar poduzeca, na neki

nacin kontrolirati i onemoguciti da pristupaju odredenim servisima, procesima i sli¢no, sve

prema unaprijed definiranim sigurnosnim pravilima.

s Server Manager

Server Manager * Dashboard

-@ 1 "

Active Directory Administgafive Center

Manage

i% Dashboard

§ Local Server
55 All Servers
i§l AD DS

£ DNs

B Fileand Storage Services P

Za pristup Group Policy Objects, unutar Server Managera odaberemo ,,Tools =
Group Policy Management.*

WELCOME TO SERVER MANAGER

o Configure this local ser

‘QUICK START
2 Add roles and features
Add cther servers to man|
WHAT'S NEW P )
4 Create a server group
5 Connect this server fo clol
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1
il apDs 1 & DNs
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Slika 55 Group Policy Management 1
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Active Directory Domafns and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management

iSCS! Initiator

Local Security Policy

Microsoft Azure Services

ODEC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security

Windows Memary Diagnestic

~ g g



|2, Group Policy Management -

&, File Action View Window Help - &
e nmE Bm
& Group Policy Management Group Policy Objects in FOLlocal

v A\ Forest: FOLlocal

Contents  Delegation
~ [5 Domains

~ &3 FOllocal Name GPO Status WM Fiter Madfied Owner
=i Default Domain Policy | | 2 3/13/2021 3:50:...Domain Admins (FOI\Do.
21 Domain Controllers |=] Default Domain Controllers Policy Enabled None 2/20/2021123..  Domain Admins [FOI\Do.
51 Duplico =] Defautt Domain Policy Enabled None 2/20/202112:4...  Domain Admins (FONDo.
2t Group Policy Objects [E]1T Poliey Enabled None 3/13/2021700... Domain Admins (FONDo.
5 WM Filters =] Racunovedstvo Policy Enabled Nane 3/13/2021 701:...  Domain Admins (FOI\Do.
3] Starter GPOs |=J Radiona Policy Enabled None 3/13/2021 701 Domain Admins (FOI'\Do.

@ Sites =] Uprava Policy Enabled Nane 3/13/2021 705:...  Domain Admins (FOI\Do.

£ Group Policy Modeling
) Group Plicy Results

Slika 56 Group Policy Management 2

Otvorit ¢e se prozor kao na slici 56, te vidimo da ve¢ imamo definirane neke politike

koje su implementirane, odnosno povezano na odredene odjele.

Uzmimo za primjer odjel ,,Radiona”. U ,,Radioni* Zelimo kreirati i primijeniti sljedece

politike:

e Mapirana mapa RadionaShare
e Share RadionaPrinter

e Notepad.exe se podize kod logona
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|2, Group Policy Management

&, File Action View Window Help

«s 2@ 06 EE

|2 Group Policy Management
v A\ Forest: FOLlocal

Group Policy Objects in FOLIlocal

Refresh

Help

- Group Policy Results

New Window from Here

Contents  Delegation
~ [5 Domains =
~ 3 FOLlocal Name GPO Status WM Fiter Modfied Owner
=i Default Domain Policy | Berfntemeta Enabled None 3/13/2021 350:... Domain Admins (FOINDo..
21 Domain Controllers |5/ Default Domain Controllers Policy Enabled None 2/20/2021123..  Domain Admins [FOIDo.
51 Duplico | =] Defautt Domain Policy Enabled None 2/20/202112:4...  Domain Admins (FOI\Do.
v _f Groun Paliru Ohiedy || [IT Pefir Enabled None 3/13/2021 7:00: Domain Admins {FOI'\Do.
New / Enabled None 3/13/2021 701...  Domain Admins (FOI\Do.
B Back Up All.. Enabled None 3/13/2021 7:01:... Domain Admins {(FOI\Do.
1L Enabled None 3/13/2021 705...  Domain Admins (FOI\Do.
= Manage Backups...
Open Migration Table Editor
[ R View >

< >

Create an unlinked GPO

Slika 57 Novi Group Policy objekt 1

Desnim klikom pritisnuti na Group Policy Objects i odabrati ,,New*.

&
& File Action View Window Help
e a@molcl

(& Group Policy Management
~ 4 Forest: FOllocal

Group Pelicy Objects in FOlLlocal

Corterts | Delegation
v 55 Domains -
v F3 Follocal Name GPO Status WM Fter Modied Owner
5/ Default Domain Policy | | ] Bezhtemeta Enabled Nene 3/13/2021 350... Domain Admins (FOI\Da...
Domain Controllers =/ Defautt Domain Controllers Policy Enabled None 2/20/202112:3..  Domain Admins (FOI\Do.
=1 Duplico =/ Default Domain Policy Enabled None 2/20/2021124...  Domain Admins (FONDo...
~ | Group Policy Objects || | |5 IT Policy Enabled None 3/13/2021 7.00:..  Domain Admins (FOI\Do
| Bezlntemneta =/ Recunovodstva Policy Enabled None 3/13/2021 701:...  Domain Admins (FOI\Do
=/ Default Domain Cq| | .=/ Radiona Policy Enabled None 3/13/2021 701:.. Domain Admins (FOI\Do
L5/ Default Domain Pe|| | 5 Uprava Policy Enabled None 3/13/2021 7.05:..  Domain Admins (FOI\Do
J T Palicy New 6PO x
5] Racunovodstvo Po
'] Radiona Policy Name
1] Uprava Policy
& WMI Filters
) Starter GPOs Source Starter GPO:
[ Sites {none) -
§i¥ Group Policy Modeling
%, Group Policy Results Cancsl

Slika 58 Novi Group Policy objekt 2

Upisati naziv, npr. Radiona Policy te stisnuti OK.
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& Group Policy Management
& File Action View Window Help

L RN ol NERN 7 o

% Group Policy Management
~ & Forest: FOllocal
v (2 Domains

Group Pelicy Objects in FOLlocal
Conterts  Delegation

=] Default Domain C
=] Default Domain P

L 1T Palicy GPO Status >
-] Racunovodstvo Pg
=] Radiona Policy Back Up...

5] Uprava Policy Restore from Backup...

 WMI Filters Import Settings...
7 Starter GPOs
& Stes Save Report...
§& Group Policy Model
i Group Policy Medeling Copy
2 Group Policy Results
= Delete
Rename
Refresh

3/13/21
3

3/13/2021 7.05....

v (3 FOlLlocal Name GPO Status WMI Fiter Modfied Owiner
= Default Domain Policy| | ] Bezlntemeta Enabled Nene 3/13/2021350:.. Damain Admins (FOI\Da...
=1 Domain Controllers =] Defautt Domain Controllers Policy Enabled None 2/20/2021123..  Domain Admins (FON\Do
51 Duplico =/ Defautt Domain Policy Enabled None 2/20/202112:4... Domain Admins (FONDa...
~ |t Group Policy Objects =T Policy Enabled None 3/13/20217.00... Domain Admins (FONDo
=] Bezlntemeta None 021 7:01:... Domain Admins (FOI\Do...

Domain Admins (FOI\Do.
Domain Adming (FOIDe...

Slika 59 Uredi Group Policy Object 1

Na kreirani profil Radiona Policy stisnuti desnim klikom misa te odabrati ,,Edit*

E- 1
& File Action View Window Help
| | 8
& Group Policy Mar| 1=/ Group Policy Management Editor - O X
v A ForestFOlOG L pion vie Help
v 55 Domains
o= F E = B
s Def = = . - =
= Dol Radiona Policy [WIN-ONSQKESI | -/ Radiona Policy [WIN-ONBQKEB7CTS.FOILLOCAL] Policy Da..
= Yol o {8 Computer Configuration \Do
51 Duj Policies Select an item to view its description.  Mame Do...
v [ Gr = Preferences {8 Computer Configuration \Do
_.: ~ % User Configuration i User Configuration gﬂ
= 7 Policies D“
= ° Preferences °
S WI
A sta
7 Sites
§i Group Pol
2 Group Poll
< > | Extended { Standard
< >

Slika 60 Uredi Group Policy Object 2

Otvorit ¢e se ,,Group Policy Management Editor* preko kojeg mozemo kreirati sve

gore navedene politike.
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451 Mapiranje mape (foldera)

Prva od Cetiri politike koje ¢emo objasniti je mapiranje mrezne mape, odnosno mreznog

pogona. To ¢e se napraviti automatski prilikom prijave korisnika na svoje klijentsko racunalo,

koje je na domeni.

Otvorimo Windows Explorer i kreiramo Zeljenu mapu na tvrdom disku.

il = Manage Local Disk (C:) - x
Home Share View Drive Tools [2)
« © 4 m > ThisPC > Local Disk (C) v|®| | Search Local Disk (C »
Name . Date modified Type Size
~ 5 Quick access
5 Desktop ITShare File folder
Perflogs File folder
& Downloads Program Files File folder
=/ Documents Program Files (x36) File folder
= Pictures RacunovedstvoShafe File folder
U RadionaShare File folder
UpravaShare File folder
§ 30 Objects Users A File folder
I Desktop Windows 2/19/2021 11:36PM  File folder
= Documents
4 Downloads
b Music
& Pictures
B videos
%, Local Disk (C)
v g Network
3 Lrooss
[ VBOXSVR

Slika 61 Kreiranje mape

Na slici se vidi da smo kreirali mapu ,,RadionaShare®. Istoj jo§ moramo omoguciti
dijeljenje (share). Desnim klikom kliknemo na navedenu mapu, odaberemo ,,Properties* te
unutar tog prozora, odaberemo ,,Share. Kliknemo na ,,Share...*, te upiSemo Zeljene
sigurnosne grupe kojima ¢emo omoguciti pristup toj mapi. Ta mapa koristit ¢e se kao mapa u

kojoj ¢e se dijeliti resursi 1 informacije koji su potrebni za svakodnevni rad tog odjela.
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da | [ [ = | Local Disk ( - “

Home Share View [2)

« v 4 ia > ThisPC » Local Disk (C) v|®| | Search Local Disk (C:) »
Mame Date modified Type Size
s Quick access
ITShare File folder
[ Deskiop #*
Perflogs File folder
!. Downloads Program Files File folder
[ Documents  # Program Files (x36) File folder
&= Pictures L RacunovedstvoShare 3/2021 1:38 AM  File folder
= ThisPC Rad\oni % Jer
2 30 Objects X
I Desktop 21 Netwark access
[£ Document:
¥ Downloads Choose people on your network to share with
b Music
= Pictures Type a name and then click Add, or click the arrow te find someone.
B Videos
= Local Disk| |\ ~ Add
= Network Mame Permission Level
I LFo0d6 2 Administrator Read/Write ¥
I VBOXSVR ?,Admm\;tramr; Owner
2 RadionaGrupd Read/Write ¥
52 UpravaGrupa Read/Write *

I'm having trouble sharing

& share Cancel

9items 1 item selected =

Slika 62 Dijeljenje mape

Na slici vidimo da je ,,RadionaGrupa“ dodana u dijeljenje te smo istoj omogucili

Citanje 1 zapisivanje (,,Read/Write*). Potvrdimo sa tipkom ,,Share®.

Sada se vracamo na ,,Group Policy Management Editor (slika ).

15 Group Policy Management - X
14 File Action View Window Help REl
e am e BHE

b Growp Poliel 1 G up policy Management Editor - o

2 Foresyf| = Oroup Policy Manag

v [ Dom| File Action View Help
vEles | @ bolmcEH

i}
| 5 Radiona Policy [WIN-0N2OKES?]

-| v # Computer Configuration
7 Policies
7] Pref
7] Preferences Order

]

Action Path

YAWIN-ONSQKEBTCTS\Rad.

~ 4 User Configuration

& sites 7 Policies
v [ Preferences

Create

568 Grou
% Groy ~ [] Windows Settings
- 1) Applications
2 Driv - T
Env o
& File All Tasks
Folt yiew >
Inil

& Rec Copy
2] She Print

(39 Contro Refresh es selected
Export List...

Help

< >

Preferences

Creates a new item in this container.

Slika 63 Mapiranje mreZnog pogona 1

Pod ,,User Configuration = Preferences - Windows Settings desnim klikom misa

kliknemo na ,,Drive Maps* te odaberemo ,,New = Mapped Drive®.
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Recycle Bin
File Action View Help
e nE 4B X

1] Radiona Policy [WIN-ONBQKEE
~ 8 Computer Configuration

N: Propertics

General  Common

Location:

| Policies
Create
Preferences

- Path

YAWIN-ONSQKEBTCTS\Rad.

~ 4, User Configuration

[ \WIN-ONBQKEB7CTS Radionashare 11z

Label as: | Radionashare |

| Policies

~ [ Preferences
~ (] Windows Settings
&) Applications
2 Drive Maps
Envirenment
¥ Files
(3 Folders
(2] ni Files
& Registry
2] Shorteuts
(=) Control Panel Settin

Reconnect:
Drive Letter

(D Use first available, starting at: (@ Use: =1 ~

Connect as (optional)

Hide/Show this drive
@ No change
(O tide this drive
O shaw this drive

Hide/Show all drives
@) No change
(O Hide all drives
O show all drives

ol pr

> | Preferences { Bxtended ), Standard
Last changed: 3/13/2021 7:01:44 AM

Slika 64 Mapiranje mre#nog pogona opcije 2
Pod ,,Action* odaberemo ,,Create*. U polje lokacija upisujemo mreZnu putanju mape
koju zelimo mapirati. Sjetite se, kada smo ukljucili dijeljenje mape (share), dobili smo 1
mreznu putanju. U naSem sluéaju ona izgleda ovako: \WIN-ON8QKES87CT5\RadionaShare .
Stavimo kvacicu na ,,Reconnect” te pod Label upiSemo ime koje ¢e se pojaviti kao ime
dijeljene mape na klijentskom racunalu. Na ovom prozoru ostaju jo$ odabrati ,,Drive Letter*,
tipi¢no se to stavlja kao ,,Z:“, no, moze se prema zelji. Nakon toga kliknemo na tab

,,Common®.

File Action View Help
e nml 4EalX
=/ Radiona Policy [WIN-ONBQKES
~ i Computer Configuration

N: Properties

General Common

1 Policies
| Preferences
~ 1 User Configuration
| Policies
~ (7] Preferences

v [ Windows Settings
& Applications
2 DriveMaps

Options common to al items
[Jstop processing items in this extension if an error pcfurs
Fun in logged-on user's security context (uss»Bolicy option)
[JRemove this tem when itis no longes spélied
[Japply gnce and do not reapply
[Isrievel targeting

Déscription

Targeting. .

& Files
3 Folders
(&) Ini Files
9 Registry
[#] Shortcuts
(5 Control Panel Settin

> |, Preferences { Extended J Standard
Last changed: 3/13/2021 :01:44 AM

n  Path
\\WIN-ONBQKEBTCT5\Rad.

149 AM

N B s B

Slika 65 Mapiranje mreznog pogona opcije 3
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Ovo je vrlo bitan prozor 1 preko njega sve dosada prikazano i nauceno ustvari
pridruzujemo odredenim sigurnosnim grupama ili pojedinim korisnicima i slicno. Znaci,
stavimo kvacicu na ,,Run in logged-on user's security option® te obavezno ,,Item-level
targeting® 1 stisnemo na tipku ,, Targeting...*.

Recycle Bin

File Action View Help
| 2@ & 5

Baftery Present

Computer Name
CPU Speed

Date Match | | % Ga (% - X Delete | @ Help

Disk Space |:p FOI\RadionaGrupa]

Bomai KES7CTS\Rad,
Environment Variable
File Match

P Address Range
Language

LDAP Query

MAC Address Range
Ml Query 3245481118

Network Connection

a x

[=/ Radiona Polil <7 Targetin,
v il Computs
“ Polici New ltem -

o prefe| [ gl

v 4, User Con

7 Polic
v ] Prefe|

~

O 0 B[ G e U@ =

Operating System

2

[
5
O
® Organizational Unit
PCMCIA Present

Ol

A Security

Portable Garnpul=y ance item to be aoolied to computers or users onlv if ¥

Processing Mode
— Cancel
Registry Match
Security Group
Site.

Last changed: 3/13/2021 7:01:44
Terminal Session

Time Range

DoAY LA 4 VR ELGRIBE BRI«

User
WMI Query

(1))
|
[l is

Slika 66 Dodaj sigurnosnu grupu 1

Otvorit ¢e se prozor ,,Targeting Editor*. Odaberemo ,,New Item* i ,,Security Group*.

Recycle Bin

File Action Vie| Select Group
L ol AN:a)EG
| 21l Select this object type
|| Radions Poli ‘Gmp | Chject Types
& Computy

7 Polici
| Prefe| ‘FOHocaI | =

N From this location

3
v b UserCon | | b the obiect name togaléét (examples) QKEBTCTS\Rad,

| Polici .
~ [ Prefe| Check Names

v W

Abvnces

o |

[ Primary group

® User in group

qd
=
B
'ﬁF
=}
E}
C]
7
Ci

[

(O Computer in group

A Security Group targeting item allows a preference item to be applied to computers or users enly if
the processing computer or user is 2 member of the group specified in the targeting item and

Antinnalhs nnhs if tha cnarifiar nrmen s tha nrimans aemin for tha nrnrcarcinn ramnter ar ear

OK Cancel

> | Preferences { Extended }, Standard
Last changed: 3/13/2021 7:01:44 AM

Slika 67 Dodaj sigurnosnu grupu 2
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Kada smo otvorili ,,New Item = Security Group* stisnemo na ,,...“ (tri to¢kice) te se
otvorit prozorci¢ ,,Select Group®, upiSemo npr. ,,RadionaGrupa®, stisnemo ,,Check Names* te

potvrdimo sa ,,OK*.

IE9

|4 File Action View Window Help
L AN o= ANETN 7 B
& Group Polic|

v A\ ForsstF| —
v (5 Dom File Action View Help

vE eS| a5 4B X

+{ 5/ Radiona Poli 7 Targeting Editor u] %
o v & Comput . . )

“| Polic| Mew ltem v\ Add Collection \ ltem Options -| | % & Delete | @ Help
= | Prefe|

[#]the user is a member of the security group FONRadionaGrupal
4 b User con

_| Polici [KES7CT5\Rad.,
v ] Prefe|

& Sites
i Groy
2 Grou

Group |[FONRadionaGrupa ‘ . N

SiD ‘5-1-5-21-1275449755-3369&97505-1189354548-1118 ‘

Ol B (a2 2 Vs Bl L g2

[ Primary group

®

® Userin group

O Computer in group

A Securitv Grouo taroeting item allows a preference item to be anlied to combuters or users onlv if ¥

< > " Preferences £ Extended ) Standard

Last changed: 3/13/2021 7:07:44 AM

Slika 68 Dodaj sigurnosnu grupu 3

Ovako izgleda zavrSeno podeSavanje navedene sigurnosne politike. Potvrdimo svaki

prozorci¢ sa ,,OK* 1 vratimo se na ,,Group Policy Management Editor.

4.5.2 Dijeljeni pisac (printer)

Vrlo sli¢na logika stoji 1 iza dijeljenja pisaca. Pisaci su instalirani na serveru te je
omoguc¢eno njihovo dijeljenje. Sve ostale postavke podeSavamo preko ,,Group Policy
Management Editor-a“. Kreiramo profil podijeljenog pisaca, pridruzimo tom profilu pisac, te
pod ,,Item level targeting* odabaremo sigurnosnu grupu kojoj Zelimo pridruZiti taj profil. Kroz

sljedecih par slika ¢emo prikazati kako se to radi.
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Policy Ma nt - X
g File Action View Window Help -8 %

e nm o6 Hm

I Growp Polic] =y o [
v A\ Forest F|
v (5 Dom File Action View Help
vEAed|#f®me .
L5 Radiona Poll ¢ v A s« All Control Panel ltems > Devices and Pri=ss 2 b Beions snsi Daisbass 0
~ % Comput o= RadionaPrinter Properties. x
| Polic Addadevice  Addaprinter  Seewhat'sprinting  Pri
| Prefe Securty Device Jtings Printer Commands Fortt Selection
~ 4 User Cor * Devices (3) General Sharing Ports Advanced Color Management
7 Polic .
= Pref = Vou can share this printer with other users on your network. The
v J’\; =2 printer will not be available when the computer is sleeping or turned
off.
"3 =
E
3 GenericNon-PnP USBTablet  WIN-ONBQKESTC
4 Monitor [ Share this printer
@ ~ Printers (6) Shareneme: | RadionaPrinter
@
g Randerpv\ntjobsWomputars
Q Q 6 L |
o Q/ Q/ Q/ < [ Listin the directory
E
[ & o z
[TPrinter Microsoft Print  Microsoft XS R Drivers
to PDF Document Witer If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do nat have to find the print driver when they connect to the
shared printer.
<
Additional Drivers...
RadionaPrinter  State: & Shared
- Model: Generic / Text Only Cancel Aoy
< == Category: Printer

m

Slika 69 Dijeljeni pisac

U ,,Upravljackoj ploci* (,,Control panel*) provjerimo dali imamo instalirane sve pisace
koje Zelimo dijeliti. Odaberemo Zeljeni pisac te pod ,,Sharing* podijelimo isti. Vratimo se na

,,Group Policy Management Editor*.

2 olicy Ma
(% File Action View Window Help -lelx
L 2ol =RN=0 7 B

154 Group Palic

v A\ Forest: F|
v (& Dom| File Action View Help
vEes | amoolmcE B
2J' =1 Radiona Policy [WIN-ONBQKEE]
- v (& Computer Configuration
] Policies
] Preferences
~ i User Configuration
& sites ] Policies
i Grou| v [ Preferences
roul 1 Windows Settings
v [ Control Panel Sefting
7 Data Sources
2 Devices
(3 Folder Options
& Intemet Settings
#6 Local Users and ¢
Network Options|
W3, Power Options
56 Printe
& Regio New
(& Sched All Tasks
JH, Start

1=] Group Policy Management Editor - u} X

MName Action
i RadionaPrinter Create

Path
{AWIN-0NBOKESTCTS

Processing

Description A

Shared Printer
TCP/IP Printer

Local Printer

View >

Copy

Paste

Print
Refresh
Export List...

<

Creates a new item in thi

< Help State: 3 Shared Status: 0 document(s) in queue
Model: Generic / Text Only
Category: Printer

Slika 70 Dijeljeni pisac¢

Navigiramo se pod ,,User Configuration = Preferences - Control panel settings®.

Desnim klikom miSa na ,,Printers* odaberemo ,,New = Shared Printer®.
b
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Ig Group Policy Management - X
|5 File Action View Window Help -8 x

e el bl H e

—— New Shared Printer Properties *F
He - o x
v 4 General | Common

~

Action: | Update - +

Delete al shared printer connections

Shared printer
Share path: ‘ | Name Order  Action Path
fRadionaPrinter 1 Create  \\WIN-ONSQKES7CTS
bl [set this printer as the default printer...
...only if a local printer
[ Find Custom Search — O X
Map tolocal port {optional) n: |3 Entie Diectory » P
s [ ] o Searoh | Advancnd
Reconnect Find Now
Unmap al local ports Field Condition: Walue:
L ] —
Clear Al
Condition List: Add Remove
<Add ariteria from above to this list> 7’ 7]
oK Cancel
< > OK
ISearch resuts: >

Name Type Description
P WIN-ONBQKEBTCTS-UpravaPrinter Printer

Printers = WIN-ONBOKEBTCT5-RacunovodstvoP... Printer
Q 'WIN-ONBQKEE7CT3-RadionaPrinter Printer

P WIN-ONBQKEBTCTS-ITPrinter Printer

Slika 71 Group Policy printer

Na slici 71 vidimo da se otvori prozor ,,New Shared Printer Properties* na kojem
odaberemo pod tipku ,,...* (tri tockice). U novom prozoru ,,Find Custom Search* odaberemo

zeljeni dijeljeni pisac, u naSem slucaju ,,RadionaPrinter* i potvrdimo sa OK.

I8 Group Policy Management - ®
|5 File Action View Window Help & x
L 2] o NN 7 B

L5 Group Polic| Group Policy Management Editar - m] x

v A\ Forest: F|

(& Dom File Acion View Help
vEles |00 =02 HE 0O+
» 1 5 Radiona Policy [WIN-ONBCKES]
o o v & computer Configuration Pn nters
N > [ Policies —
5 [ Preferences
~ 4 User Configuration
5 7] Policies

Name QOrder Action
i RadionaPrinter 1

Processing

Create \\WIN-ONBQKESTCTS

~ [ Preferences
> [ Windows Settings
~ (3 Control Panel Setting
=8 Data Sources
2, Devices
4 Folder Options
& Internet Settings
G Local Users and ¢
Network Options|
1, Power Options
i Printers
& Regional Options
(& Scheduled Tasks
Start Menu

Deseription

No policies selected

< >

Preferences Standard

Printers

Slika 72 Group Policy printer

Pisac je uspjesSno dodan u nas policy.
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4.5.3 Automatsko pokretanje programa

Zadnje sto je jo$ ostalo prikazati jest kako namjestiti da se prilikom prijave u sustav
automatski pokrene program. To se moze namjestiti za bilo koju grupu, korisnika i sli¢no.

Odabrali smo program ,,Notepad.exe*.

&
|3 File Action View Window Help e
@2 6 H
2, Group Policy h - I . -
v A Forest: FOllocal | ./ Group Policy Management Editor - u] x
v [ Domains File Action View Help
~ 4 FOllocal e —
o defauttn{ ® | 2 FH| = | H =T
& Domain Q /5] Radiona Policy [WIN-ONBQK ~ || | ggon
2] Duplico | + (& Computer Configuration
7 Group Po) " Policies Run these programs at user logon ~~ Setting
~ WM Filte| Preferences i2) Do not process the legacy run list N
- Sees Edit policy setting >
T Starter GH . 42, User Configuration i) Do not process the run once list N
B Sites ~ [ Policies Requirements: {8 Run these programe at user logon
§i¥ Group Policy Moj *| Software Settings || At least Windows 2000
5| Group Policy Re: “| Windows Settings
~ [ Administrative Te || Deseription:
This policy setting specifies
= Control Panel | 2qgitional programs or
| Desktop decuments that Windows starts
7 Network automatically when 2 user logs on
| Shared Folder || tothe system
| StartMenuan || o enable this policy setting,
v [ System you can specify which programs
7 Ctrl+Alt+[ can run at the time the user logs
7 Display on to this computer that has this
% DriverInst || Policy applied.
1 FolderRec || 7. cnecify values for this policy
1 GroupPol 1| setting, click Show. In the Show
~ Internet Ci Contents dialog box in the Value
| Locale Ser column, type the name of the
= ez executable program (.exe) file or
* Mitigation _ || decumentfile. To specify another
- MIMgaton o ] ame. oress ENTER. and tvoe the < >
< > | Extended { Standard
3 setting(s)
< >

Slika 73 Pokretanje programa

Unutar ,,Group Policy Managementa®, pod ,,User Configuration - Policies >
Administrative Templates - System = Logon‘ odaberemo opciju ,,Run these programs at

user logon®.
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IE4
% File Action View Window Help
e 2m &l H
%, Group Policy Manageme=+ N N
v A\ Forest FOLlocal
v (% Domains | P
~ & FOllocal | I
5] Defaull

= Domail ] Run thes:

I Do e programs at user logon Srevious Setiing
57 Duplic|

g o o

5 WMIF| ot Configys

Ne¢
 Starter| @ Enabled L
@ Sites
4% Group Policy | (O Disabled
% Group Policy | Supported on! [ At |east Windows 2000 ‘
Options: Hal
Show Contents. a X
ltems to run at logon | Show...

ltems to run at logon

Value
(Sl C:\Vindows\notepad.ere

=
< |

[ ST STaTts TTe PrOgTaTTTs SpECred T e COMmputer

Slika 74 Pokretanje programa

Na slici 74 vidimo da se otvorio novi prozor na kojem odaberemo toc¢kicu ,,Enabled” te

stisnemo tipku ,,Show* odmah pored teksta ,,Items to run at logon*. Otvorit ¢e se novi prozorcic¢

u kojem navigiramo prema aplikaciji koju Zelimo pokrenuti, u naSem slucaju ,,Notepad.exe*.
Potvrdimo sa OK.
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4.6 Primjena izradenih Group policy objecta

Prikazali smo kako mapirati mapu i dodijeliti je odredeno sigurnosnoj grupi. Prikazali smo
kako podijeliti pisac te kako namjestiti da se prilikom prijave odredenog korisnika ili korisnika

koji pripada odredenoj sigurnosnoj grupi automatski pokrene program kod prijave u sustav.

No, nesto jos fali. Znaci, sve gore navedeno ,,ugradili“ smo u profil Group Policy Objecta
kojeg smo nazvali ,,Radiona Policy®. Isti taj profil moramo jo$ pridruziti organizacijskoj grupi

unutar Active Directory-a.

& Group Policy Management

& File Action View Window Help N
e im0 XE 6 HE
7 Group Policy Management Radiona
&) Forest: FOLlocal Linked Group Policy Objects  Group Policy Inhertance  Delegation
v [E: Domains ~
v 4 FOllocal UnkOrder  GPO Erforced  LUnkEnsbled  GPOStatus  WMIFiter  Modfied  Domain
5/ Default Domain 1 i/ Radiona Policy Ne Yes Enabled None 8/15/202.. FOllocal
2| Demain Contro 2 5l Bezintemeta No Yes Enabled None 31137202 FOllocal
~ & Duplico
v & Odieli
T
51 Racunov
v [i] Radicns
1B Crestea GPOinthis dompin and Link it here...
& R Link an Existing GPO...
2l Upra plock Inheritance

31 Racunala
= Servei Group Policy Update...

it Group Policy Group Policy Modeling Wizard...
7 WMI Filters New Qrganizational Unit
1) Starter GPOs
[ Sites View 4
st Group Policy Model New Windaw from Here
4 Group Policy Result
Delete
Rename
Refresh
Properties
Help

Slika 75 Primjena GPO

U ,,Group Policy Management® prozoru, navigiramo se, odnosno namjestimo se na
organizacijsku grupu kojoj zelimo dodijeliti sigurnosnu politiku, odnosno GPO koji smo
kreirali. Desnim klikom pritisnemo na organizacijsku grupu te odaberemo ,,Link an Existing

GPO*. Odabaremo profil koji Zelimo 1 pritisnemo OK.

Isti taj GPO sada je dodijeljen organizacijskoj grupi te ¢e se primjenjivati na sve korisnike
koji se nalaze unutar te organizacijske grupe. Organizacijska grupa moze imati pridruzeno

puno vise od samo jednog GPO-a.
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5. Zakljucak

Cilj ovog zavr$nog rada bio je prikazati instalaciju i implementaciju sigurnosnih politika
unutar Active Directory-a. Rad se sastoji od Windows Server 2019 operacijskog sustava i
Windows 10 operacijskog sustava. Oba sustava instalirana su i pokrenuta unutar Oracle VM
Virtualbox okruzenja. Ideja sustava je upravljanje i nadgledanje korisnika i ra¢unala unutar

neke tvrtke te izravnu primjenu Active Directory i Group Policy nad njima.

Active Directory uvelike olakSava i pomaze u upravljanju i kontroli u veéim
organizacijama. Jedna od klju¢nih prednosti Active Directory-a je centralizirano upravljanje
identitetom te upravljanje cjelokupnom mreZom unutar organizacije utemeljenoj na sustavu

Microsoft Windows s jedne srediSnje lokacije.

Najtrazenija funkcionalnost platforme Active Directory je Group Policy. Group Policy
omogucava administratorima da naredbama 1 skriptama upravljaju ve¢im skupinama koje
koriste Windows operacijski sustav. Kljuéna prednost Group Policy je daljinsko upravljanje

korisnicima s jedne sredi$nje platforme.

Moze se zakljuciti kako upotreba Windows Servera uvelike moze olakSati posao
administratorima kada se radi o ve¢im racunalnim sustavima. Domenski sustav rjeSava problem
administracije Korisnika, njihovih rauna i prava pristupa, pomocu Virtualoox, VMWare ili
Hyper-V usluge mozemo instalirati dodatne servere, na serveru mozemo drzati backup bitnih
podataka te nam moze posluziti kao pomo¢ pri instalaciji ve¢eg broja racunala. Osim toga

smanjuje troskove poslovanja zato $to eliminira potrebu za dodatnom skupom opremom.

Pri u€enju 1 shvacanju nacina na koji se moze kvalitetno izraditi rad u ovom okviru, puno
su pomogla znanja steCena tijekom dosadasnjeg obrazovanja. U prvom redu to se odnosi na
upoznatost s Oracle VM Virtualbox aplikacije bez koje prakticka realizacija ovog projekta nebi

bila moguca.
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